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1. Overview

The purpose of this guide is to assist you on using the External e-Services Portal “Ekhtar” for
submitting the STR forms to (QFIU) Qatar Financial Information Unit by the Financial and
Non-Financial business institutes based on the business category (Financial Institutes (Fls)
and Designated Non-Financial Business and Professions (DNFBPs)).
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2. Logging into Ekhtar Portal
2.1. Sign in Page

The login page will appear upon accessing the home page of the Ekhtar Portal and clicking on

Log in button in the Quick Links bar.

e dJlo)lwlogleglldang
ﬁ Financial Information Unit

h,

» Signin

Jo

®

Remember me

Q English

Request New Account >

Enter your username and password and press Sign in. You will be redirected to the OTP
Verification page to enter the OTP code sent to your registered email.

*Error message will show if the entered login details are wrong.
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2.1.1 Change Language

The application opens by default in English. If you wish to change the language to
Arabic, click on the toggle button in the sign in page. The portal screens language will
be changed based on the language selection.

2.1.2 Remember Me

The “Remember me” checkbox option will allow you to save the login credentials
(Username and Password) to be auto-filled in the next login attempt by clicking on
“Remember me” checkbox.

After closing the session (Log out from the user account), the login details will be
saved (auto-filled) in the next login attempt from the same browser you are using.

2.1.3 Request New Account

You can use the “Create new account” option if you don’t have an account on the
Ekhtar portal. You will be redirected to the Request New Account page to start filling
the account details and submit the request.

Confidential | Copyright © 2024, QFIU 6
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2.2. OTP Verification Page

You will be redirected to the OTP Verification Code Page to enter the OTP code sent to your
registered Email Address

oTP

Verification Code

rfication code to your Email Address

Enter the OTP code and click Submit. You will be redirected to your account Home Page.

*Error message will show if the entered OTP code is wrong.
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3. Create New Account on Ekhtar Portal

Go to the Sign in Page then click on “Request new Account” button.

You will be redirected

to the form to start filling the details for the new account request.

The form is including 4 pages as following:

3.1. Page 1: Reporting Entity details

The 1% page of the request account will be the “Reporting Entity”
e You will choose first the “Business Category” (Financial Institutes (Fls) or Designated

Non-Financial Business and Professions (DNFBPs)).

e Based on the “Business Category” selection, a pre-defined list will show to select the

Sub Category.

o Financial Institutes (Fls)

Banks

Exchange House

Finance Company

Fintech Company

Insurance Company - Insurance Brokers

Investment Company - Asset Management Company -
Advisors/Consultants

Financial Securities Company - Financial Brokerage Company -
Securities Custody Company - Qatar Stock Exchange - Qatar Central
Securities Depository

o Designated Non-Financial Business and Professions (DNFBPs)

e Followed by a dropdown list of “The Authorized Supervisory of the Institute” to select

from.

e Enter the Entity Name in both Arabic and English in the related fields

* All the fields are mandatory to be filled to proceed to the next page

Confidential | Copyright © 2024, QFIU
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"a

N dulallciloglealldang
ﬁ Financial Information Unit

| 4

» Request Account: Reporting
Entity

Business Category

Financial Designated Non-
Institutes (Fls) Financial
Business Business and
Category Professions
(DNFBPs)
Business
Category

-Select The Authorized Supervisory of the | ~

Financial Institutes (Fls) Business Category v

o
—

Jo

{ back
Business Category
Financial Designated Non-
Institutes (Fls) Financial
Business Business and
Category Professions
(DNFBPs)
Business
Category
-Select The Authorized Supervisory of the | « Business Category
Financial o Designated Non-
[Financial Institutes (Fls) Business Category VJ Institutes (Fls) Financial
- - - - Business Business and
Financial Institutes (Fis) Business Category Category Professions
Designated Non-Financial Business Category (DNFBPs)
Business
Exchange House Category

Finance Company
Fintech Company
Insurance Company - Insurance Brokers -Select The Authorized Supervisory of the | «
Insurance Brokers
Investment Company - Asset
Asset Management
Company - Advisors / Consultants [Designated Non-Financial Business Categc v]
Asset Management
Financial Securities Company
Financial Brokerage Company
Securities Custody Company Person of Interest (POI)
Qatar Stock Exchange Legal Person/Arrangement
<Qbatakr Central Securities Depository Directors of the legal person
ac

After filling the required fields, click Next to go to the 2" page of the create account request.
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3.2. Page 2: Reporting Officer details (MLRO)

The 2" page of the request account will be the “Reporting Officer”
e You will enter first the Reporting Officer name in both Arabic and English in the related
fields (Minimum number of letters to enter in the fields are 3)

e Followed by the Reporting Officer Phone No, Office Number, and Email.

* All the fields are mandatory to be filled to proceed to the next page.

A duladl cilogleallang
ﬁ Financial Information Unit

» Request Account: Reporting
Officer

Jo

Jo

< back

After filling the required fields, click Next to go to the 3" page of the create account request
or, click back to go to the previous page.
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3.3. Page 3: Deputy Reporting Officer details (DMLOR)

The 3™ page of the request account will be the “Deputy Reporting Officer”
e You will enter first the Reporting Officer Deputy name in both Arabic and English in the
related fields (Minimum number of letters to enter in the fields are 3)

e Followed by the Reporting Officer Deputy Phone No, Office Number, and Email.

*The fields can be skipped by clicking “Next” and move to the next page as this page is not
mandatory.

r dulall iloglealldang
__ ﬁ Financial Information Unit

» Request Account: Deputy
Reporting Officer

< back

After filling the fields, click Next to go to the 4™ page of the create account request or, click
back to go to the previous page.

Confidential | Copyright © 2024, QFIU 11
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3.4. Page 4: Attachments details

The 4t page of the request account will be the “Attachments”.
e The page contains upload file fields with the (i) tip tool for details/instructions about

the attachments to be uploaded (Copy of ID/Passport - Letter of intent from the
entity (Company) - Letter of Approval from the Supervisory Authority (Person) -
Other Documents).

e “| confirm that all data are correct” Checkbox Field.

rﬁ duladl cilogleall 6an
| Financial Information Un
L

» Attachments

Copy of ID/Passport (D

Mupload File

Letter of Intent from the Entity (Company) ()

DUpIoad File

Letter of Approval from the Supervisory @
Authority (Person)

Dupload File

Other Documents

Mupload File

I confirm that all data are correct

< back

After filling the required fields, click Submit to send the create account request to QFIU or,
click back to go to the previous page.

Confidential | Copyright © 2024, QFIU 12
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4. Profile Management

Manage your profile in terms of:
e Changing the language (English or Arabic)
e Edit Profile details.
e Change Password.

e Sign out of the portal.

Contact Us

&4 Inbox
"\ Edit Profile
B Change Password

¥V Sign out

4.1. Change Language

The Ekhtar portal opens by default in English.

Contact Us

English

N

In the home page, click on the language icon on the top right of the screen, and choose
either English or Arabic languages. The portal screens language will be changed based on the
language selection.
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4.2. Edit Profile

The Edit Profile displays your profile details and allow you to only change/update the Email
and the Phone No. of the account.

P Edit Profile

Username

mina

UserName English

mina
UserName Arabic
Lo
Address

address

Phone No.*

01274556357 S

Email*
minamoheb52@yahoo.com =
Cr num
Entity Name
Authority Mame

Category Name

Entity Type Name

Step 1: Change/Update the Email and the Phone No. fields.
Step 2: Click on “Submit” button to update your user profile details.

*Click “Cancel” button to exit the window.

Confidential | Copyright © 2024, QFIU
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4.3. Change Password

The Change Password displays the fields to change/update the account password.

» Change Password

Username*

mina

Je

Qld Password*

Old Password o

New Password*

New Password L]

RE-New Password®

RE-New Password L]

Step 1: Fill in the current account password in the “Old Password” field, then write
the desired password in the “New Password” field, and rewrite the desired password
again in the “Re-New Password” field for validation.

Step 2: Click on “Submit” button to change the account password.

*Click “Cancel” button to exit the window.

4.4. Sign out of the Portal

Clicking Sign out under your name on the top right of the screen will sign you out of the
Ekhtar portal and redirect you to the login page

Confidential | Copyright © 2024, QFIU 15
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5. Ekhtar Portal Home Page

After a successful log in, you will be directed to the Home Page of Ekhtar portal.
The Home Page displays the following four sections:

‘ Event of the week: General meeting of the Egmont Group >

Incoming 3
1

O submission O nquiry Report (D statistical report for the Reporting Entity

5.1. Section 1: Quick Links Bar

The Quick Links Bar includes:
e Home Page icon: to redirect you to the home page while you are navigating through
the Ekhtar portal.
e About us / Contact us links: to redirect you to the About us section and the Contact
us section.

e Language icon: to change the language of the portal.

e User Profile icon: to manage your profile.

5.2. Section 2: Mailbox Dashboard

Mailbox dashboard showing the number of messages for the:
e Incoming: Displays the number of messages received from QFIU for any

amendments, further information, or requested data on the submitted STR.
e Drafts: Displays the number of the saved as draft STR(s).
e Sent: Displays the number of the sent STR(s) to QFIU.
e Request for Information: Displays the number of the received RI(s) from QFIU.

5.3. Section 3: Reports and Action Buttons

Action buttons for:

e STR Submission: Action button to open the STR form to be filled and submitted to
QFIU where the STR form fields and tabs will be based on the logged in user Business
Category.

e Inquiry Reports: Action button to request Inquiry Report from QFIU that will be
generated and opened in a new page.

e Statistical Reports for the Reporting Entity: Action button to request Statistical
Report for the Reporting Entity from QFIU that will be generated and opened in a
new page.

Confidential | Copyright © 2024, QFIU 16
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5.4. Section 4: About us / Contact us

A section displays QFIU Portal About us and contact us details

» About Us

Qatar Financial Information Unit (QFIU) serves as the national center responsible for receiving and analyzing
Suspicious Transaction Reports received from financial institutions and Designated Non-Financial Business and
Professions (DNFBPs), as well as any other information related to money laundering, associated predicate offences,
and terrorism financing, and for disseminating, spontaneously or upon request, the results of that analysis to
competent authorities.

QFIU conducts tactical and operational analysis using the available information it may receive related to money
laundering, terrorism financing and predicate offences. It also conducts strategic analysis to identify ML and TF
related trends and pattems in the State of Qatar.

QFIU closely cooperates with AML/CFT national authorities to exchange financial information related to suspicious
ML/FT transactions, and is keen to establish a trusted relationship with the DNFBPs and Non-Profit Organizations
(NPOs) supervisory authorities and coordinate with them in relation to Suspicious Transactions Reports (STRs) and
Information related to money laundering, assoclated predicate offences, and terrorism financing.

Contact Us t, Tele:+974 44221511 |8 Fax:+974 44221773 § Address:Baladiya Street 810, Doha

Confidential | Copyright © 2024, QFIU 17
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6. Ekhtar Portal Mailbox Page

The Mailbox page contains:

Incoming mailbox.
Drafts mailbox.

Sent mailbox.
Request for Information mailbox.

With the Action buttons for:

STR Submission
Inquiry Reports
Statistical Reports for the Reporting Entity

7 Incoming (1)

= (62)
v 2)
& ()

& Inquiry Reports

& Statistical Reporting Entity

Confidential | Copyright © 2024, QFIU
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6.1. Incoming Mailbox

The “Incoming” mailbox page displays the received list of messages from QFIU for any

amendments, further information, or requested data on the sent STR. You can open the

received message and reply back by clicking on the edit icon \

The “Incoming” mailbox contains:
e STR Reference Number

e Reporting Entity (Name of the reporting entity)
e STRTitle

e Send to FIU (Date of sending the STR to QFIU)
e Reporting Officer name

| Event of the week: General meeting of the Egmont Group > AboutUs  ContactUs © minav

Repofficer

STR Reference Number % Reporting Entity % STRTitle % SendtoFiU 3 Name 2

7 Incoming (1)

e (62) 04-05-2024 mina “~
v )
] (v}

@ Inquiry Reports

@ Statistical Reporting Entity

Confidential | Copyright © 2024, QFIU 19
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6.2. Drafts Mailbox

The “Draft” mailbox page displays the list of the saved as draft STR(s). You can user the Save
as Draft feature if you wish to continue filling the form later or send the STR form at a later
stage. You can open the saved as draft STR by clicking on the edit icon to proceed with filling
the STR form or edit it from where you saved it last time.

You can choose to send Saved as Draft STR to QFIU by opening the STR and clicking the Send
button or save it again as draft after the edits/updates are made by clicking the edit icon\
You can also delete the Saved as Draft STR by clicking on the delete icon ©

The “Draft” mailbox contains:
e Process Code

e Reference Number (STR Reference Number)
e Reporting Officer name
e Reporting Date (Date of saving the STR as draft)

Event of the week: General meeting of the Egmont Group > About Us Contact Us

Process Code % Reference Number % Repofficer Name % Reporting Date %

v m

mina 5/26/2024 5:59:31 AM \ (0}
@ Draft (62)
v @ mina 5/26/2024 5:57:52 AM N
e @
mina 5/23/2024 7:18:08 AM '\ o}
YT mina 5/23/2024 5331 AM N
Statistical Reporti Entil
a e mina 5/22/2024 2:49:07 AM -\ o}
mina 5/22/2024 12:18:59 AM N &
mina 5/21/2024 5:16:55 AM N 0}
mina 5/20/2024 6:00:01 AM N
mina 5/20/2024 5:10:35 AM N o]
Confidential | Copyright © 2024, QFIU 20
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6.3. Sent Mailbox

The “Sent” mailbox page displays the list of the sent STR(s) that you sent to QFIU. You can

open the STR by clicking on the edit icon N to view only the sent STR without the options of
edit or re-send.

The “Sent” mailbox contains:
e Reference Number (STR Reference Number)

e Request Name En
e Request Name Ar
e Send to FIU (Date of sending the STR to QFIU)

Event of the week: General meeting of the Egmont Group > AboutUs  Contact Us

Reference Number 5 Request Name En 5 Request Name Ar 5 SendtoFIU 35
v m

STR_AUT_47889 12-05-2024 23:43:41 ~
-] 62)
V¥ sent (2) 04-05-2024 ~

] @

@ Inquiry Reports

@ Statistical Reporting Entity

Confidential | Copyright © 2024, QFIU 21
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6.4. Request for Information Mailbox

In some cases, QFIU can send to you a Request for Information (RI) that might be related to
any suspicious activity and might not be related to any submitted STR(s).

The “Request for Information” mailbox page displays the list of the received RI(s) by QFIU

where you can open the Rl by clicking on the edit icon "\ to view the Rl and reply to QFIU by
writing a comment and uploading files.

The “Request for Information” mailbox contains:
e Request Number (Rl Reference Number)

e Comments

e Send to FIU (Date of sending the RI to QFIU)

e Replied (The status of the reply):
o Sent status if the user replied to QFIU
o Reply status if the user still didn’t reply

Event of the week: General meeting of the Egmont Group > AboutUs  Contact Us @® minav

Request Number 3§ Comments 5 SendtoFIU 3§ Replied $

v m
1739 2024-01-14 00:00:00.0 N
& (62)
v @ 1739 2024-01-14 00:00:00.0 “~
I & Request of Information (2)
@ Inquiry Reports
@ Statistical Reporting Entity
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By clicking on the edit icon "\ to view the RI, you can view the details of request and reply to
QFIU by writing a comment in the comments section and upload files in the attachments
section by clicking on “Add new” button B3 Click on “Submit” button to send your
reply to QFIU.

Date

mm/dd/yyyy

Comments

comment ssssseeceee

Reguest of Information for Companies

CR Number 2 CompanyNameEn 2 CompanyNameAr =

1234 companyl companyl

Request of Information fer Individuals

Id_number % FullNameEn = FullNameAr 2

12345 Individuall Individuall

Attachment Name = Description = Type =

In the attachments section, a popup window will open to add the Attachments Details of the
uploaded file(s) and click then click “Save” to upload the file(s) or click “Cancel” to close the
window

Attachment Details

Attachment Name* Description”

Y
%

Dupload File

Comment

Confidential | Copyright © 2024, QFIU 23
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7. STR Submission

The STR form fields and tabs will be based on your account Business Category and sub-
category which is mapped in the STR Submission Matrix.

There are fixed tabs for all the Business Categories (Submission Details — Reporting Entity
Information — Suspicious Subject - Attachments)

The other tabs will be changed based on the Business Category and sub-category mapped in
STR Submission Matrix.

You have to fill all the required fields (*) in the STR form in order to be able to submit the
form to QFIU using the “Send” button =D
You can navigate between the tabs by clicking on the header of each tab.

You can save the STR form as a draft using the “Save as Draft” button if you wish to
continue filling the form later or send the STR form on a later stage. The saved as draft forms
will be listed in your “Draft” mailbox.

7.1. Tab 1: Reporting Entity Information

Visibility: Visible to all Business Categories

The “Reporting Entity Information” in the 1 tab will be auto-populated from your account
details and it will be disabled.

The “Reporting Entity Reference Number” field will be only required to be filled.

@ Reporting Entley Information @ submission detatls © suspicious subject @ suspicious Account © 2ssoctare @ suspicous detalls @ Acachments
STR Reference Number® Date* Submitting Officer*
30/05/2024 mina
Submitting Officer Deputy Type of Reporting Institution® Submitting Institution
mina
Contact details® Address* Direct Phone No*
address address 01274556357
Email* Reporting Entity Reference No.*
-
minamoheb52@yahoo.com [
\
=»

Click on the “Next” button &3 to proceed to the next tab.

Confidential | Copyright © 2024, QFIU
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7.2. Tab 2: Submission Details

Visibility: Visible to all Business Categories

In the 2" tab “Submission Details”, start filling the required fields to be able to proceed to
the next tab.

@ reporting Entity information @ submission desails © suseicious subject Q@ suspicious Account © rssociare Q@ suspicious details @ ~rrachments

Old STR Reference Number Suspicious Transaction Report Type *

Urgent Requirements *

Yes | 'No . Unknown
Suspicious Crime Type * Transaction Category *
One Transaction ~ Multiplie Transaction ~ No Transaction
Select
Suspicion Reasons Transaction Type *
Select Select

Is this report related to Politically Exposed Persons (PEPs)? *
Yes NO

=B D

If you choose “Yes” value in the “Urgent Requirements” field, a new filed will appear to
enter the “Action”.

Urgent Requirements * Action
Qyves No Unknown [ Vj
. ) Freezing
Suspicious Crime Type * Stop Transaction
Block Transactlon

Select

Click on the “Next” button &3 to proceed to the next tab or, click on the “Back” button
e go back to the previous tab.

Confidential | Copyright © 2024, QFIU 25
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7.3. Tab 3: Suspicious Subject

Visibility: Visible to all Business Categories

In the 3 tab, the “Suspicious Subject” details will show 4 sub-tabs to choose from:
e Individual

e Company
e Individual & Company

e Trust

Based on each selection, the fields will change per selection. start filling the required fields
to be able to proceed to next tabs.

Confidential | Copyright © 2024, QFIU 26
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Individual (Person of Interest POI)
The details below will be related to the selection of the “Individual” tab.

If you choose “Resident” value in the “Residency Type” field, the field “Passport No.” will be
mandatory to fill.

If you choose “Non-Resident” value in the “Residency Type” field, two new fields will appear
to enter the “QID No” and the “QID Expiry Date” and the field “Passport No.” will be not be
mandatory to fill.

@ reporting Entity Information @ submission detalls © suspicious subject @ suspicious Account @ rssocare @ susoicious deranis @ Attachments

Q Individual Company Individual & Company = Trust
Person of Interest (POI)
Individual® Residency Type® GEC 1D No.
(e )
QID No* QID Expiry Date®
mm/ddfyyyy (=)
Passport No. Nationality”
Full Arabic Name* Full English Name* Aliases
Date of Birth* Gender' Address
mm/ddfyyyy v
Street P.0Box Mobile No
Country of residence Occupation Driver's license details
Employer details Other personal information
#
o
@ =reporting entity information @ submission detalls © suspicious subject @ suspicious account @ sssociate @ suspicious detalls @ ~rtachments

Q Individual | Company Individual & Company = Trust
Person of Interest (POI)
Individual® Residency Type* GCCID No.
[Nonrnesmem v]
Passport No.* Nationality*
Full Arabic Name’ Full English Name" Aliases
Date of Birth" Gender" Address
mm/dd/yyyy ~
Street P.OBox Mobile No
Country of residence Occupation Driver's license details

Employer details

Confidential | Copyright © 2024, QFIU
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Company (Company / Business Information)

The details below will be related to the selection of the “Company” tab.

@ Roporing Entiey information @ suomission dotalls @ suspicious subjact
Individual ) Company  Individual & Company  Trust
—
N f company / business (Arabic) Name of company / business (English)*

Company / Business contact details

Phone No. %

Name 3% - Mobile %

John 99889900 40010010

Company Directors and/or Business Owners

Name % Phone No. & Mobile &

Mike 99005544 99!

Email

john@test.co

Email $

] Other information $

Type of company / business®
Legal Form*
Incorporation Date

mm/ddlyyyy I

Signatories Name

Information n

Other information %

co Information o

By clicking the “Add new” button in both “Company / Business contact details” and
“Company Directors and/or Business Owners” sections, a popup window will open to add
the related details and then click “Save” button to save the details in the related section in
the table view where you can reopen it again to edit or delete the entries by clicking on the

delete icon d . To close the window, click the “Cancel” button.

Company / Business contact details

&z

Phone No. Emall

Other information

'

Confidential | Copyright © 2024, QFIU
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Individual & Company
The details below will be related to the selection of the “Individual & Company” tab.

Both details of the Person of Interest POl and the Company / Business Information
mentioned above will be shown in this sub-tab to be filled together.

Individual Company 0 Individual & Company Trust

Person of Interest (POI) Company [ Business Information

Trust

The details below will be related to the selection of the “Trust” tab.

@ reporting Entity Information @ submission detalls @ suspicious subject © suspicious Account Q Assocae Q@ suspicious desals @ Atachments

Individual  Company ~ Individual & Company () Trust

Trust Name* Nature and purpose of the trust Jurisdiction
Trust establishment date Identity of settlor(s) Identity of trustee
mm/dd fyyyy =]
Identity of protector(s) Beneficiary or Beneficiaries Other particulars
o

m

After filling the fields in the selected sub-tab in “Suspicious Subject” tab, click on the “Next”

button to proceed to the next tab or, click on the “Back” button [ o= go back to the
previous tab.
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7.4. Tab 4: Suspicious Account

Visibility: Visible to the following Business Categories (Banks - Finance Company -
Investment Company - Asset Management Company - Advisors / Consultants - Financial
Securities Company - Financial Brokerage Company - Securities Custody Company - Qatar
Stock Exchange - Qatar Central Securities Depository)

In the 4™ tab “Suspicious Account”, start filling the required fields to be able to proceed to
the next tab.

Reporting Entity Submission Suspicious Suspicious . Suspicious Attachment
N . Associate
° Information ° details ° Subject o Account e details 0 s

Suspicious Account
a

Account Institution 3 Account Number/IBAN % Account signatories &

cQQ 34567898B67200676776898989898 John

«-D D

By clicking the “Add new” button , a popup window will open to add the Suspicious
Account details and then click “Save” button to save the details in the related section in the
table view where you can reopen it again to edit or delete the entries by clicking on the

delete icon d . To close the window, click the “Cancel” button.

Suspicious Account

Account Type* Sub-account type Account Institution®
- w
Account Number/IBAN* Account opening date Account closed date
mm/dd/fyyyy [m] mm/dd/yyyy [m]
Account signatories® Currency”

Click on the “Next” button @ to proceed to the next tab or, click on the “Back” button
o go back to the previous tab.
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7.5. Tab 5: Associate

Visibility: Visible to all Business Categories.

In the 5th tab “Associate”, start filling the required fields to be able to proceed to the next
tab.

© reporting Encey information @ susmission deras @ suspicious suvjece @ suspicious Account © rssociare © suspicious desats @ recschments

Individual Assoicate

Name 2 Mobile % Date of Birth % QIDNeo. %

Praveen 22334433 30-01-1996 34567898765

Company Assolcate

Name 2 CrNumber £ License Number =

Ptav 344353 120002

By clicking the “Add new” button in both “Individual Associate” and “Company
Associate” sections, a popup window will open to add the related details and then click
“Save” button to save the details in the related section in the table view where you can

reopen it again to edit or delete the entries by clicking on the delete icon o] . To close the
window, click the “Cancel” button.

In the “Individual Associate”, if you choose “Resident” value in the “Residency Type” field, the
field “Passport No.” will be mandatory to fill.

If you choose “Non-Resident” value in the “Residency Type” field, two new fields will appear
to enter the “QID No” and the “QID Expiry Date” and the field “Passport No.” will be not be
mandatory to fill.
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Individual Associate

Individual Assoicate Individual Assoicate

fesaency Type oo 1o Expiy Dt
Residency Type v Q < o
Resencymee

g Resident mm/de
[ — 9 ( ) e
Passport No. GCC 1D No. Nationality” Passport No. GEC 1D Na. Natlonality
Full Arabic Name® Full English Name® Dt of Birthe Full Arabic Name® Full English Name" Date of Birth*

P - mmiddfyyyy
Gender* Mobile No Associate Category in Suspicious® GCender* Mobile No Associate Category In Suspicious*
Descripa the nature of the parson's relationship 10 the susplclous report” Descripe the nature of the person's relationship to the suspiclous report®

s Va

Company Associate

Company Assoicate

Country Name* CR Number Branch Name

Branch Count License Number Type of company [ business
Name of company / business (Arabic)’ Name of company / business (English)® Legal Form*

Registered Address® Establishment Code Other Particular

Descripe the nature of the company's relationship to the suspicious report®

Click on the “Next” button €3 to proceed to the next tab or, click on the “Back” button
 ceci go back to the previous tab.
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7.6. Tab 6: Wallet Information

Visibility: Visible to the following Business Category (Fintech Company)

In the 6™ tab “Wallet Information”, start filling the required fields to be able to proceed to
the next tab.

@ reporting Entity information @ submssion getalls @ suseicious subject @ associare @ wallet information @ susicious getals @ ~rrachments

wates tormason (R

Customer / E-wallet Code % Date of wallet Creation + Mobile Number % Serial Number of the Device used % First Login % Last Login %

Tracy 29-06-2023 90909099 456789987654 31-07-2023 29-05-2024

oa

m

By clicking the “Add new” button , a popup window will open to add the Wallet
Information and then click “Save” button to save the details in the related section in the
table view where you can reopen it again to edit or delete the entries by clicking on the

delete icon d . To close the window, click in “Cancel” button.

Wallet Information

Customer / E-wallet Code* Date of wallet Creation® Mobile Number®
mm/dd/fyyyy B
Serial Number of the Device used First Login® Last Login®
mm/dd/yyyy ] mm/dd/yyyy m]

Wallet status

Click on the “Next” button @3 to proceed to the next tab or, click on the “Back” button
e go back to the previous tab.
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7.7. Tab 7: Suspicious Details (Other Sectors)

Visibility: Visible to the following Business Categories (Banks — Exchange House — Fintech
Company - Investment Company - Asset Management Company - Advisors / Consultants)

In the 7t tab “Suspicious Details (Other Categories)”, start filling the required fields to be
able to proceed to the next tab.

@ reporting Entity Information @ submission detalls @ suspicious subject @ suspicious account @ associare @ suspicious detalls @ Arachments
When did this suspicious activity occur? Where did this suspicious activity oceur? & Amount %
o
m

By clicking the “Add new” button , a popup window will open to add the Suspicious
Activity Details and then click “Save” button to save the details in the related section in the
table view where you can reopen it again to edit or delete the entries by clicking on the

delete icon d . To close the window, click in “Cancel” button.

Suspicious details

When did this suspicious activity occur?* Where did this suspicious activity occur?*
mm/dd/yyyy [u]
Amount” Currency*

How was the suspicious activity identified? *

Select

Provide a detailed narrative about the actual suspicious @  Provide any additional information that you consider

activity resulting in the filling of this STR. What raised your important to filing this STR. *
suspicions? *
Y-
%
o

Click on the “Next” button @3 to proceed to the next tab or, click on the “Back” button
 cec go back to the previous tab.
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7.8. Tab 8: Suspicious Details (Finance Company)

Visibility: Visible to the following Business Category (Finance Company)

In the 8™ tab “Suspicious Details (Finance Company)”, start filling the required fields to be
able to proceed to the next tab.

@ reporting Entity Information @ submission detatis @ suspicious subject @ suspicious Account @ sssociare O suspicious detalls @ Asachments
Finance Period (year / months) from* Finance Period (year / months) to® Loan Starting Date®
mm/ddyyyy a mm/dd/fyyyy a] mm/dd/yyyy o
Total Finance Amount* Number of instalments* First instalment data*
mm/dd/fyyyy o
Instalments Amount* Paid instalments® Remaining Amount*
Provide a detailed narrative about the actual suspicious activity resulting in the filling of this STR. What raised @  Provide any additional information that you consider important to filing this STR.
your suspicions? *
%

=B D

Click on the “Next” button @3 to proceed to the next tab or, click on the “Back” button
== R go back to the previous tab.
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7.9. Tab 9: Suspicious Details (Insurance Company -
Insurance Broker)

Visibility: Visible to the following Business Category (Insurance Company - Insurance
Broker)

In the 9t tab “Suspicious Details (Insurance Company — Insurance Broker)”, start filling the
required fields to be able to proceed to the next tab.

@ reporting entiy information @ submission detals @ suspicious subject @ sssociare €@ suspicious deralls @ Avachments
Date of signing the Policy’ Name of the insured person” Name of the Policy Holder"

mm/dd/yyyy a
Policy Type Policy Number Insurance Premium

Name of Actual Beneficiaries

z

Provide a detailed narrative about the actual suspicious activity resulting in the filling of this STR. What raised (0  Provide any additional information that you consider important to filing this STR
your suspicions? *

=B

Click on the “Next” button &3 to proceed to the next tab or, click on the “Back” button
e go back to the previous tab.
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7.10. Tab 10: Suspicious Activity (Financial Securities,
Brokerage, Securities Custody, Stock Exchange, Qatar
Central Securities Depository)

Visibility: Visible to the following Business Categories (Financial Securities Company -

Financial Brokerage Company - Securities Custody Company - Qatar Stock Exchange - Qatar
Central Securities Depository)

In the 10t tab “Suspicious Details (Structure and Instruments Sector)”, start filling the
required fields to be able to proceed to the next tab.

@ reporting Entity information @ submission details @ suspicious subject @ suspicious Account @ Associate @ suspicious detalls @ Arachments
When did this suspicious activity occur? transactionType Financial Instrument:
mm/dd/yyyy =]
Date Time Units / Nominal Value
mm/dd/yyyy =] i e}
Price Implemented On
mm/dd/yyyy =]

Order Specification

P

Provide a detailed narrative about the actual suspicious activity resulting in the filling of this STR. What raised (D  Provide any additional information that you consider important to filing this STR. *
your suspicions? *

=D

Click on the “Next” button @ to proceed to the next tab or, click on the “Back” button
oo 0 go back to the previous tab.
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7.11. Tab 11: Attachments

Visibility: Visible to all Business Categories

In the last tab, the attachments tab will show the option to upload the STR supported
attachments by using the “Add new” button

You can use the “delete” button o] to delete the uploaded attachment.

A list of the uploaded attachments will be visible in the table with the following details
(Attachment Name - Attachment Description - Attachment Type) after uploading the
attachments.

The “Application attachments labels” section is showing the mandatory attachments in the
STR submission to be uploaded based on the Business Category.

© reco @ submission acsans [ © s e o [
Attachment Name 2 Description 2 Type =
"

When you click on the “Add New” button , it opens the upload attachment popup
window that will show the fields related to the attachment (Attachment Name - Attachment
Description — File upload - Comments) to be filled.

Click the “Save” button to upload the attachment and save the attachment details, or click
on the “Cancel” button to exit the attachment upload popup window.

AAAAA hment Details

Arachment Name®

Click on the “Back” button to go back to the previous tab.
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The STR Visibility Matrix:

Tab 1 Tab 2 Tab 3 Tab 4 Tab 5 Tab 6 Tab 7 Tab 8 Tab 9
Submission Reporting Suspicious Suspicious Wallet Details of the Details of the Details of the Details of the
Details Details Subject Account Information Suspicious Suspicious Suspicious Suspicious
Activity Activity Activity Activity
Financial Institute (Fl) Category
(Other (Finance (Insurance (Structure and
Categories) Company) Company - Instruments
Insurance Sector)
Broker)
1. Banks X X X X - X S = =
2. Exchange House X X X - - X - - -
3. Finance Company X X X X - - X = 5
4. Fintech Company X X X - X X - - -

5. Insurance Company -
Insurance Brokers

6. Investment Company -
Asset Management
Company - Advisors /
Consultants

7. Financial Securities
Company - Financial
Brokerage Company -
Securities Custody Company X X X X - - - - X
- Qatar Stock Exchange -

Qatar Central Securities

Depository
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