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Guidance and Instructions:

PROLIFERATION FINANCING REPORT,FATF, June 2008.
http://www.fatfgafi.org/media/fatf/documents/reports/Typologies%20Report%200n%20Proliferation%20

Financing.pdf

COMBATING PROLIFERATION FINANCING: A STATUS REPORT ON POLICY
DEVELOPMENT AND CONSULTATION,FATF, February 2010_https://www.fatf-gafi.org/en/publications/

Financingofproliferation/Combattingproliferationfinancingastatusreportonpolicydevelopmentandconsultati

on.html

FATF GUIDANCE ON COUNTER PROLIFERATION FINANCING ,THE IMPLEMENTATION
OF FINANCIAL PROVISIONS OF UNITED NATIONS SECURITY COUNCIL RESOLUTIONS TO
COUNTER THE PROLIFERATION OF WEAPONS OF MASS DESTRUCTION, FATF, February 2018

_https://www.fatf-gafi.org/en/publications/Financingofproliferation/Guidance-counter-proliferation-financing.

html

FINANCIAL SANCTIONS Guidance, Office of Financial Sanction Implementation, UK, January

2020. www.gov.uk/government/publications/financial-sanctions-fags

Guidance on Proliferation Financing Risk Assessment and Mitigation, FATF, June 2021
General Publications | MENAFATF Official Websites

Guidance on Countering the Financing of Weapons of Mass Destruction Proliferation, Qatar

Central Bank, June 2020. English Final Proliferation Finance Guidance.pdf (qcb.gov.qa)

Guidance on the Implementation of Targeted Financial Sanctions for Individuals and Entities,
Regulatory Authority for Charitable Activities, 15/04/2020.
http://www.raca.gov.qa/Arabic/Governance/Pages/RACAcirculars.aspx

Guidance on Targeted Financial Sanctions & Countering Proliferation Financing (Weapons of Mass
Destruction) for Parties Licensed by Qatar Financial Markets Authority.
Guidance on Targeted Financial Sanctions and CPF for QFMA Licensees.pdf

Guidance for Financial Institutions and DNFBPs on Countering Proliferation Financing, Qatar
Financial Centre Regulatory Authority.

Guidance for Financial Institutions and DNFBPs on Countering Proliferation Financing.pdf (gfcra.com)
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Guidance for Financial Institutions on Combatting Proliferation Financing, AML/CFT Unit, The
Arab Republic of Egypt.
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Guidance on Targeted Financial Sanctions For financial institutions and designated non-financial
business and professions (DNFBPs), Executive Office of the Committee for Goods Subject to Import and
Export Control, 2021, United Arab Emirates.

Guidance on Targeted Financial Sanctions (moj.gov.ae)
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Legal References:

Law No. (20) of 2019 on Combatting Money Laundering and Terrorism Financing, as amended by Decree
Law No. (19) of 2021.

Law No. (27) of 2019 on Combatting Terrorism.

Council of Ministers Decision No. (41) of 2019 Promulgating the Implementing Regulations of Law No.
(20) of 2019 on Combatting Money Laundering and Terrorism Financing, as amended by Council of
Ministers' Decision No. (14) of 2021.

Decision No. (1) of 2020 of the Public Prosecutor Regulating the Implementation Mechanisms of the
Targeted Financial Sanctions related to Combatting the Financing of Terrorism and the Financing of the
Proliferation of Weapons of Mass Destruction pursuant to the Law on Combatting Money Laundering
and Terrorism Financing, the Law on Combatting Terrorism, and the UN Security Council Resolutions.
Decision No. (59) of 2020 of the Public Prosecutor Promulgating Guidelines to the Effective
Implementation of the Targeted Financial Sanctions Regime in the State of Qatar.

Decision of the Minister of Commerce and Industry No. (95) of 2019 on the Establishment of Combating
Money Laundering and the Financing of Terrorism Section under Companies Affairs Department.
Decision of the Minister of Commerce and Industry No. (48) of 2020 Promulgating the AML/CFT
Compliance Rules for Auditors, Dealers in Precious Metals or Precious Stones, Trust and Company
Service Providers.

Circular No. (24) of 2020 issuing the Guidance on Countering the Financing of Weapons of Mass
Destruction Proliferation, issued by Qatar Central Bank, June 2020.

Circular No. (6) of 2021 on the Implementation of Targeted Financial Sanctions by the Implementing
Parties at the Ministry of Commerce and Industry.

Circular No. (3) of 2022 on the Subscription to the NCTC Electronic Notification Platform for the
Implementation of the Designation Order on the Sanctions List (UNSC and National) and Implementation

of Freezing.
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1- Penalties:

« Article (82) in Law No. (20) of 2019 of the AML/CFT states that directors, board members, owners,
authorized representatives or any other employees of financial institutions and DNFBPs, who contravene
the provisions stipulated in Article (8) of this Law requiring DNFBPs to set appropriate systems and apply
preventive measures to ensure their compliance with the provisions of this Law regarding the targeted financial
sanctions, whether willfully or as a result of gross negligence, shall be sentenced to imprisonment for a term
not exceeding two (2) years or a fine not less than (QR 5.000.000) five million Qatari Riyals and not more
than (QR 10.000.000) ten million Qatari Riyals, or one of these two penalties.

- Article (16) of the Law on Combatting Terrorism stipulates that: “Whoever contravenes the designation
order shall be sentenced to imprisonment for a period not more than (3) three years and a fine not more than
(QR 10,000,000) (10) ten million Qatari Riyals, or one of these two penalties.”

« In addition, Article (18) of the same Law states the following: “In the cases stipulated in this Law, in addition
to the prescribed sentence, one or more of the following measures may apply:
1. Prohibition of residence in a particular place or specified area.
2. Obligation to reside in a particular place.
3. Prohibition from frequenting particular places or premises.
In all cases, the duration of such measures shall not exceed (5) five years.
Any person violating the terms of an imposed measure shall be sentenced to imprisonment for a period not

more than (1) one year pursuant to the provisions of this Article”.
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2- Administrative and financial sanctions:

Without prejudice to a more severe penalty stipulated in any other law, and in case it is evidenced that any
regulated entity or Implementing Party has violated, as the case may be, the requirements of implementing
preventive measures and targeted financial sanctions related to prevention of PF risks, the MOCI| may impose
all or some of the penalties stipulated in Article (44) of the AML/CFT Law and Article (40) of the Law on
Combatting Terrorism, as follows:

1. Sending written warnings.

2 Ordering regular reports on the measures taken.

3. Ordering compliance with specific instructions.

4 Imposing a financial penalty of no less than (QR 25.000) twenty-five thousand Qatari Riyals,

and no more than (QR 100.000) one hundred thousand Qatari Riyals per violation per day, on
the entity or party after being notified.

5. Imposing a financial penalty of no more than (QR 100.000.000) one hundred million Qatari
Riyals.
6. Imposing a financial penalty of no more than (QR1.000.000) one million Qatari Riyals on any of

the directors, board members, executives or management of the entity or party.

7. Restricting the powers of the directors, board members, executives, or management, in addition
to appointing a special administrative supervisor, or subjecting the entity or party to direct
control.

8. Prohibiting the perpetrator from working in the relevant sectors, either temporarily or
permanently.

9. Suspending, dismissing, or replacing directors, board members, executives, or management,
either temporarily or permanently.

10. Imposing suspension of the license, restricting any other type of permit, and prohibiting the
continuation of work, the profession, or the activity, or barring the name from the relevant
registry.

1. Revoking and withdrawing licenses and registrations

The decisions referred to may be appealed, as the case may be, in accordance with the controls, procedures and
timelines set forth in Articles (64) and (65) of the Implementing Regulations of the AML/CFT Law issued by
Decision No. (41) of 2019 of the Council of Ministers.
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& PartlV:

Sanctions and Penalties
Resulting from Violating the
Implementation of Targeted
Financial Sanctions and
Preventive Measures

In case of violation by the regulated entities or Implementing Parties of the
requirements of the implementation of preventive measures and targeted financial
sanctions related to preventing the financing of Proliferation of Weapons of Mass
Destruction, they shall be subject to penalties and sanctions stipulated in Law No.
(20) of 2019 on Combatting Money Laundering and Terrorism Financing (AML/CFT
Law) and the Law No. (27) of 2019 on Combatting Terrorism.

Through on-site and off-site supervision, the Section shall have the power to
supervise, follow up on, monitor, and ensure compliance by the requlated entities with
the requirements of implementing targeted financial sanctions related to prevention
of PF of weapons of mass destruction “%.

Under Article (2) of Decision No. (95) of 2019 of the Minister of Commerce and

Industry, the Section shall propose administrative and financial sanctions against

auditors, DPMSs, and TCSPs who are found to contravene the provisions of the

AML/CFT Law, its Implementing Regulations, the Law on Combatting Terrorism,

and any other relevant decisions or directives.




D. Reporting:

* The Implementing Parties shall:
- within maximum forty-eight (48) hours of the issuance of the designation order, submit a first
report to the NCTC and the Section, on the measures taken to implement the freezing order and all
actions taken in compliance with the designation order. The report shall particularly include the value
and type of the frozen funds, the date and time of freezing, and any attempted transactions or other
relevant information .
- shall also, within thirty (30) days of the issuance of the designation order, submit a second report
on any updates related to the first report and any additional actions taken.
- In case of change in the information and data related to the funds and economic resources frozen

for the same purposes, they shall submit additional and complementary reports.

* The Implementing Parties shall ensure that the above reports include instances where no matches are found,
confirming that screening has been conducted and no matches are found between the designated person
or entity and the identification elements of existing or occasional customers; or instances confirming that

screening has been conducted, where a confirmed match has been found, but there were no funds to freeze.

« The notification reports (to the NCTC and the Section) and suspicion reports (to the QFIU) referred to
above, shall contain as much data as possible, including, at minimum, the following:
1 Details related to whether there is any direct or indirect link between the conducted or
attempted operations subject of the report and any other designated person or entity.
2. Details related to the financial flows registered on the managed account, including the incoming
transfers which led to the increase of the frozen account.
3. Details related to any attempt to breach the obligation of prohibiting the provision of funds and

services for the benefit of the person or entity subject to freezing.
. The Implementing Parties shall communicate to the NCTC and the Section periodic reports and any

matters that may occur or arise with respect to the designees listed on the Sanctions List, in addition to

any other reports requested.

41 Article (26 (c)) of PPO Decision No. (1) of 2020.
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NCTC'’s proposal, and without delay or prior notification to the designated person or entity. In all cases,

* The screening lists used to monitor transactions shall be immediately updated once the designation order is the designation and freezing order shall be implemented within twelve (12) hours of announcement.
received. Relevant systems shall allow screening and monitoring the whole process of establishing the business : Whenever any of the designated persons or entities, or entities owned or controlled directly or indirectly
relationship with customers, including all additional information provided by third parties or customers. by the designated persons or entities, attempt to conduct any financial transaction or other related
Furthermore, regulated entities must include relevant matters in their sanctions lists for screening, such as services, the Implementing Parties shall:

common types of Dual-Use Goods and sanctioned countries or jurisdictions. - Freeze the funds transferred for the benefit of the designated persons and entities once the

transaction is completed.
- Freeze the funds they receive to conduct transactions for the benefit of the designated persons or
entities.

¢ Implementing targeted financial sanctions: - Immediately notify the NCTC in writing to take the appropriate actions.

- Immediately notify the Section of the matter in writing. 3

If a match is identified against the sanctions list, the Implementing Parties shall:

. o
I. Prohibiting the provision of funds or services: What are the requirements for freezing:

The Implementing Parties shall not:

. Provide any funds, financial services or other related services, directly or indirectly, in whole or in part, or ’ * The freezing applies initially on the interests, dividends and earnings of the designated person

jointly with others, for the benefit of designated persons or entities, or for entities owned or controlled or entity, depending on the interests owned by that person in the company and the relevant due

directly or indirectly by the designated persons or entities, or receive them, or engage in any financial profits and earnings if they can be separated. The ownership right of the remaining shareholders/

transactions, including transferring funds, acting on behalf of the person subject to freezing or making partners will not be affected, if it has not been established that the company is controlled, directly or

payments for his benefit, or generally taking any action that will make the funds available to the benefit indirectly, by that designated person or entity.

and disposition of that person. . « If the person or entity designated on the Sanctions List shares the ownership of the same entity

. It is prohibited to make any funds available indirectly to the person subject to freezing. If there is another with another non- designated person, and they both manage that entity, and it is not possible

person holding funds for the designated person or is controlled by, or acts on behalf of, or at the direction to separate the interests owned or managed by each of them, all the funds of the entity (assets,

of the designated person, such funds shall be frozen. In general, the freezing shall in all cases take place properties, interests, profits, and earnings etc,,) must be subject to freezing.

when the Implementing Party has knowledge that the designated person or entity will eventually be the ) * The freezing imposed on the funds of the designated person applies to the assets and financial

services associated with the entities owned or controlled, directly or indirectly, by such designated
t 40

ultimate Beneficial Owner of the funds.
. Provide or receive any such funds, relevant financial or other services, for the benefit of persons and person, although the names of those entities do not appear on the Sanctions Lis

entities acting on their behalf or at their direction or engage in a financial transaction.

Il. Freezing of funds:

. The Implementing Parties shall, within the subsequent 8 hours of receiving the notification and no later
than twenty four (24) hours of designation on the UN Security Council List, immediately and without
delay, freeze the funds of the person or entity designated by the Security Council or Sanctions Committee,
without requiring the issuance of the designation order on the Sanctions List, or announcement thereof,
and without prior notification to the concerned person or entity.

. The Implementing Parties shall freeze all the funds of the persons or entities listed on the Sanctions List
pursuant to an order of the Public Prosecutor, including financial transfers made by them or for their

benefit, immediately upon announcement of the designation order on the Sanctions List, based on the

39 Article (29) of the AML/CFT Compliance Rules.
40 Refer to the NCTC’s website.
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b- Customer screening and preventing dealing with a designated person or entity:

+ According to Article (29) of the AML/CFT Compliance Rules, the Implementing Parties must, from the
onset of their dealings with an applicant for business and on an ongoing basis throughout the entire period
of the business relationship, verify whether the applicant for business or the customer is a designated person
or entity on the sanctions list stipulated in the Law on Combatting Terrorism or is listed by the UN Security
Council or the Sanctions Committee. If the person or entity is listed, the Implementing Parties must:

- Refrain from establishing or continuing a business relationship with that person or entity.

- Immediately submit a suspicion report to the QFIU.

- Immediately inform the Section of the matter in any written form.

- Immediately notify the National Counter Terrorism Committee (NCTC) of the matter in any

written form.

* The Implementing Parties must verify the following data on a daily and ongoing basis, to identify any potential
match with the designated names in the sanctions list:

- Current customer database

Names of parties to any transaction

Potential customers

Beneficial Owners and authorized signatories

- Names of individuals or entities with direct or indirect relations to them

- Customers before carrying out a transaction or establishing a business relationship with any person,
as well as customers being on-boarded before establishing a business relationship. If no customer
relationship is formed, (eig., the customer is a walk-in or wants to engage in a one-time transaction)
customers must be screened prior to making a transaction.

- Directors and/or representatives acting on behalf of customers (including individuals with power of

attorneg)

* It is not sufficient for a regulated entity to simply screen its customer lists against the names of sanctioned
individuals or entities, to ensure that they are complying with the requirement to freeze all funds that the
designated person controls, even indirectly, regulated entities must conduct appropriate due diligence to
satisfy themselves that they know who their customers are and, if their customers are controlled by a third

party, who that individual or entity is.
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How are customers screened?

Company A is a customer of a Qatari auditing firm. To identity whether Company A’s funds must be frozen,
the regulated entity must screen not just the name of Company A, but the names of its Beneficial Owners,
anyone identified as having operational control of the company, all authorized signatories, and all informations

provided by Company A during the CDD process (or available through a public records search).
What are the criteria for control of the designated person or entity? *

* The criterion of control over the entity resulting in the freezing of its associated assets is met, if the
designated person is in the possession of 50 % or more of the proprietary rights of an entity or has a majority
interest in it.

* The designated person or entity meets the criterion of control over the legal person or entity in any of the

following cases:

° Exercising the power to appoint or remove a majority of the members of the administrative,
management or supervisory body of such legal person or entity.

. Having appointed, solely because of the exercise of one’s voting rights a majority of the members of
the administrative, management or supervisory bodies of a legal person or entity during the present
and previous financial year.

. Controlling alone, pursuant to an agreement with other shareholders or members of a legal person
or entity, most shareholders or members voting rights in that legal person or entity.

. Having the right to exercise a dominant influence over a legal person or entity, pursuant to an
agreement entered with that legal person or entity, or to a provision in its Articles of Association or
Statutes, where the enforceable law permits being subject to such agreement.

. Having the right to exercise a dominant influence over the legal person or entity in conformity with

the foregoing item, without being the holder of that right, including by means of a front company.

. Having the right to use all or part of the assets of a legal person or entity.

o Managing the business of a legal person or entity on a unified basis, through publishing consolidated
accounts.

o Sharing jointly and severally the liabilities of a legal person or entity or guaranteeing them.

38 Refer to the NCTC’s website.
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1- What are targeted financial sanctions?

. Freezing and prohibition of any transfer, conversion, disposition, or movement of funds, directly or
indirectly, for the benefit of a designated person and entity.
. There are two main types of financial sanctions:
- Freezing®: to prohibit the transfer, conversion, disposition, or movement of funds, in application of
the targeted financial sanctions, for persons and entities placed on the Sanctions List, for the duration

of the validity of the designation order.

For DNFBPs:

Freezing can include prevention of facilitating or prohibition of transfer of movable or immovable assets.

+ Prohibiting provision of funds or services®: providing any funds, financial services or other related
services, directly or indirectly, in whole or in part, or jointly with others, for the benefit of designated
persons or entities, or for entities owned or controlled directly or indirectly by the designated persons
or entities or receiving them, or engaging in any financial transactions, including transferring funds,
acting on behalf of the person subject to freezing or making payments for his benefit, or generally

taking any action that will make the funds available to the benefit and disposition of that person.

For DNFBPs:
Prohibition includes provision of any type of services such as legal services for transfer of asset ownership,

purchase or sale of real estate, sale of precious metals and stones, etc.

34 Article (1) of Law No. (27) of 2019 on Combatting Terrorism.
35 Article (39) of Law No. (27) of 2019 on Combatting Terrorism and Article (26 -e) of Decision No. (1) of 2020 of the Public Prosecutor.
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2- What are the obligations of the Implementing
Parties?

All natural and legal persons, including DNFBPs, must conduct the following:

Implementation of targeted Verification:
Reporting . . . . Registration
financial sanctions Customer screening

Prohibiting provision of

Freezing .
funds or services

a- Registration®®:
The Implementing Parties shall subscribe to the RSS Feed on the National Counter Terrorism Committee
(NCTC)'s website, in order to:

. Be updated of the various relevant notifications and announcements of the decisions of the competent
UN body (UNSC List) as soon as they are circulated on the mentioned website, then freeze the funds
during the (8) hours following the receipt of the notification.

. Be informed of the various designation, freezing, delisting, and unfreezing orders as soon as they are
published on the NCTC'’s website.

To ensure whether the applicant for business or a customer is designated on a UN List or on the Sanctions List,
the Implementing Parties can screen the basic data of the applicant for business or the customer on the Unified
Record of those designated on the Sanctions List published on the National Counter Terrorism Committee’s

(NCTC) website and on the Section's webpage™.

36 Refer to Circular No. (3) of 2022 on the Subscription to the NCTC Electronic Notification Platform for the Implementation of the
Designation Order on the Sanctions List (UNSC and National) and Implementation of Freezing, published on the AML/CFT Section's
webpage (under Targeted Financial Sanctions).

37 Refer to the AML/CFT Section's webpage under “Targeted Financial Sanctions” (Unified Record of Persons and Entities designated on
Sanction List) on the following link: Anti-Money Laundering and Terrorism Financing section — Ministry of Commerce and Industry (moci.

gov.qa
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Implement targeted
financial sanctions

Auditors, DPMSs and TCSPs referred to in this part as “Implementing Parties” are subject
to several obligations for implementation of the targeted financial sanctions related to
combatting proliferation detailed in Circular No. (6) of 2021 on the Implementation of
Targeted Financial Sanctions by the Implementing Parties at the Ministry of Commerce

and Industry *.

In addition, this part only tackles some practical aspects that aid the Implementing Parties

to comply with the requirements of the abovementioned Circular.

33 Published on the AML/CFT Section's webpage under “Targeted Financial Sanctions” on the following link
https://www.moci.gov.qa/%D8%B9%D9%86-%D8%A7%D9%84%D9%88%D8%B2%D8%A7%D8%B1%D8%A9/%D9%85%D9%83%D8%
A7%D9%81%D8%AD%D8%A9-%D8%BA%D8%B3%D9%84-%D8%A7%D9%84%D8%A3%D9%85%D9%88%D8%A7%D9%84-%D9%88-
%D8%AA%D9%85%D9%88%D9%8A%D9%! D8%A7%D9%84%D8%A5%D8%B1%D9%87%D8%A7%D8%A8/%D8%A7%D9%84%D8%A
C%D8%B2%D8%A7%D8%A1%D8%A7%D8%AA-%D8%A7%D9%84%D9%85%D8%A7%D9%84%D9%8A%D8%AI-%D8%A7%DI%84%D9%
85%D8%B3%D8%AA%D9%87%D8%AF%D9%81%D8%A9/



https://www.moci.gov.qa/%D8%B9%D9%86-%D8%A7%D9%84%D9%88%D8%B2%D8%A7%D8%B1%D8%A9/%D9%85%D9%83%D8%A7%D9%81%D8%AD%D8%A9-%D8%BA%D8%B3%D9%84-%D8%A7%D9%84%D8%A3%D9%85%D9%88%D8%A7%D9%84-%D9%88-%D8%AA%D9%85%D9%88%D9%8A%D9%84-%D8%A7%D9%84%D8%A5%D8%B1%D9%87%D8%A7%D8%A8/%D8%A7%D9%84%D8%AC%D8%B2%D8%A7%D8%A1%D8%A7%D8%AA-%D8%A7%D9%84%D9%85%D8%A7%D9%84%D9%8A%D8%A9-%D8%A7%D9%84%D9%85%D8%B3%D8%AA%D9%87%D8%AF%D9%81%D8%A9/
https://www.moci.gov.qa/%D8%B9%D9%86-%D8%A7%D9%84%D9%88%D8%B2%D8%A7%D8%B1%D8%A9/%D9%85%D9%83%D8%A7%D9%81%D8%AD%D8%A9-%D8%BA%D8%B3%D9%84-%D8%A7%D9%84%D8%A3%D9%85%D9%88%D8%A7%D9%84-%D9%88-%D8%AA%D9%85%D9%88%D9%8A%D9%84-%D8%A7%D9%84%D8%A5%D8%B1%D9%87%D8%A7%D8%A8/%D8%A7%D9%84%D8%AC%D8%B2%D8%A7%D8%A1%D8%A7%D8%AA-%D8%A7%D9%84%D9%85%D8%A7%D9%84%D9%8A%D8%A9-%D8%A7%D9%84%D9%85%D8%B3%D8%AA%D9%87%D8%AF%D9%81%D8%A9/
https://www.moci.gov.qa/%D8%B9%D9%86-%D8%A7%D9%84%D9%88%D8%B2%D8%A7%D8%B1%D8%A9/%D9%85%D9%83%D8%A7%D9%81%D8%AD%D8%A9-%D8%BA%D8%B3%D9%84-%D8%A7%D9%84%D8%A3%D9%85%D9%88%D8%A7%D9%84-%D9%88-%D8%AA%D9%85%D9%88%D9%8A%D9%84-%D8%A7%D9%84%D8%A5%D8%B1%D9%87%D8%A7%D8%A8/%D8%A7%D9%84%D8%AC%D8%B2%D8%A7%D8%A1%D8%A7%D8%AA-%D8%A7%D9%84%D9%85%D8%A7%D9%84%D9%8A%D8%A9-%D8%A7%D9%84%D9%85%D8%B3%D8%AA%D9%87%D8%AF%D9%81%D8%A9/
https://www.moci.gov.qa/%D8%B9%D9%86-%D8%A7%D9%84%D9%88%D8%B2%D8%A7%D8%B1%D8%A9/%D9%85%D9%83%D8%A7%D9%81%D8%AD%D8%A9-%D8%BA%D8%B3%D9%84-%D8%A7%D9%84%D8%A3%D9%85%D9%88%D8%A7%D9%84-%D9%88-%D8%AA%D9%85%D9%88%D9%8A%D9%84-%D8%A7%D9%84%D8%A5%D8%B1%D9%87%D8%A7%D8%A8/%D8%A7%D9%84%D8%AC%D8%B2%D8%A7%D8%A1%D8%A7%D8%AA-%D8%A7%D9%84%D9%85%D8%A7%D9%84%D9%8A%D8%A9-%D8%A7%D9%84%D9%85%D8%B3%D8%AA%D9%87%D8%AF%D9%81%D8%A9/
https://www.moci.gov.qa/%D8%B9%D9%86-%D8%A7%D9%84%D9%88%D8%B2%D8%A7%D8%B1%D8%A9/%D9%85%D9%83%D8%A7%D9%81%D8%AD%D8%A9-%D8%BA%D8%B3%D9%84-%D8%A7%D9%84%D8%A3%D9%85%D9%88%D8%A7%D9%84-%D9%88-%D8%AA%D9%85%D9%88%D9%8A%D9%84-%D8%A7%D9%84%D8%A5%D8%B1%D9%87%D8%A7%D8%A8/%D8%A7%D9%84%D8%AC%D8%B2%D8%A7%D8%A1%D8%A7%D8%AA-%D8%A7%D9%84%D9%85%D8%A7%D9%84%D9%8A%D8%A9-%D8%A7%D9%84%D9%85%D8%B3%D8%AA%D9%87%D8%AF%D9%81%D8%A9/

Circular No. (6) of 2020 about High-Risk Jurisdictions Subject to A Call for Action by the Financial Action
Task Force and Jurisdictions Under Increased Monitoring identifies the EDD measures commensurate with
the level of risks for business relationships and operations with customers, including financial institutions and
DNFBPs from the DPRK and Iran, as follows:

. Examining, as much as possible and in a reasonable manner, the background and purpose of all
complex or unusual operations and all unusual patterns of operations that have no apparent legal or
economic purpose.

. Increasing the level of monitoring for the business relationship to identify unusual or suspicious
activities or operations.

. Obtaining additional information on the nature of the expected business relationship.

. Obtaining senior management approval to establish or continue the business relationship.

(b) High-risk products or goods:

Regulated entities must consider the risks of transactions involving nuclear, military and Dual-Use Goods, and
apply EDD measures to the following:
. All customers with major relations to such goods and sectors.

. All transactions involving such goods and sectors.
(c) High-risk customers or transactions:

Effective implementation of due diligence measures aids regulated entities to manage and mitigate PF risks,
as designated persons and entities continue to adapt and enhance their sanctions evasion techniques to
avoid detection and identification. Their efforts include creating complex networks of entities with opaque
ownership to avoid being associated with a designated person or entity. As a result, requlated entities may find
that screening of the list of designated entities is insufficient to manage the risk of proliferation or its financing
and must take all necessary measures to combat proliferation, including moving focus beyond persons and

entities designated on sanctions lists.

Due diligence should also focus on obtaining information regarding expected customer behaviour, with special
attention to the expected end users of any sensitive or dual-use products and the customer’s expected exposure
to high-risk jurisdictions, including transhipments hubs. Customers in this group should also be monitored
carefully, since unusual behaviour, even if not clearly suspicious, is more concerning in the case of customers
that may potentially be exploited by Proliferators.

Regulated entities should also apply EDD to transactions found to involve any proliferation-sensitive goods

31 Refer to Circular No. (6) of 2020 for Auditors, Dealers in Precious Metals and Stones and Trust and Company Service Providers
about High-Risk Jurisdictions Subject to A Call for Action by the Financial Action Task Force and Jurisdictions Under Increased Monitoring,
published on the AML/CFT Section's webpage Circular-No.-6-0f-2020.pdf (moci.gov.qa)
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or services, regardless of whether the entitys customer is itself in a high-risk category. As with onboarding,

special attention should be paid to identifying the end users of any sensitive goods.

Examples of EDD measures include, but are not limited to:

. Identifying Beneficial Owners below the 20 percent threshold

. Requiring the customer to submit a list of important suppliers and customers, and conducting basic due
diligence and public records searches on these entities.

. Reviewing the customer's customer acceptance policy, sanctions policy, and any policies related to export

controls, and requiring the customer to make changes if these policies are not sufficient.

32 Refer to page 8 of Circular No. (24) of 2020 issuing the Guidance on Countering the Financing of Weapons of Mass Destruction
Proliferation.

Guidance to Combating the Financing of Proliferation of Weapons 29 I



2. AML/CFT program:

The regulated entity must develop an AML/CFT program, having regard to its ML, TF, and PF risks, The

program must particularly include the following:

. Developing, implementing, and maintaining adequate internal procedures, systems, and controls to
prevent PF activities.

. Developing and implementing an appropriate ongoing training programme for concerned employees on
combatting PF risks, as well as the related risk indicators.

. Due diligence and ongoing monitoring measures, including identifying the customer and Beneficial
Owner thereof.

. Developing and implementing transaction monitoring systems to identify transactions linked to PF.

. Including any activity that may be linked to PF in transaction monitoring and reporting systems applied

at the regulated entity..

I 26 www.moci.gov.qa

3. Enhanced due diligence:

The regulated entity must apply EDD measures to all customers and transactions that are assessed to be high
risk for PF, including in particular, obtaining additional information about the customer and about the intended
nature of the business relationship, updating customer and Beneficial Owner identification data periodically
, obtaining information on the source of wealth and funds based on the reasons of the intended or executed
transactions, obtaining senior management approval to establish or continue the business relationship and
carry out enhanced monitoring for the business relationship by increasing the timing and number of applied

controls.

When the PF risks are high considering the results of the regulated entity’s business risk assessment, it must

apply EDD measures in the following cases:
(a) High-risk countries:

According to Article (43) of the AML/CFT Compliance Rules, regulated entities that conduct business in
countries with high PF risks or that include such risks (based on the findings of the NRA in terms of ML, TF
and PF risks, or the entitys self-assessment) or that accept customers with major relations to such countries,
must apply EDD to any transactions with said countries, and all customers with close links thereto and their

transactions.

In particular, requlated entities must apply EDD when dealing with:

. A country subject to UN sanctions or other countries assessed by the FATF as high-risk.
. Entities established in such countries or with influential presence therein.
. Transactions related to such countries.

30 For further information on identifying the beneficial owner within the framework of CDD measures, refer to the Guidance on Beneficial
Ownership published on the AML/CFT Section's webpage (under the Beneficial owner)
MOCI_Guidance-on-Beneficial-Owner-EN-20220404.pdf
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2- Product or service risk:

The regulated entity must identify, assess, and document risks that may arise from the development of new
products, services or business practices before their launch or use. The regulated entity must adopt appropriate
measures to manage and mitigate such risks. The level of applied CDD and ongoing monitoring measures for

each type of product, service and practice must be proportionate to their perceived or potential level of risk %.

Transaction activity risk indicators %

. Transactions including monitored goods and technology represent high PF risks.

. The originator or beneficiary of a transaction is a person or an entity ordinarily resident of or domiciled
in a country of proliferation or diversion concern (i.e, DPRK and Iran).

. Transactions involve possible companies with opaque ownership structures, front companies, or shell
companies, e.g, companies do not have a high level of capitalisation or display other shell company
indicators.

. Customer of a manufacturing or trading firm wants to use cash in transactions for industrial items or for
trade transactions more generally.

. Transactions include wire instructions or payment details from or due to parties not identified on the
original letter of credit or other documentation.

o Lack of full information or inconsistences are identified in trade documents and financial flows, such as

names, companies, addresses, final destination, etc.

3- Delivery channel risk:

Article (34) of the AML/CFT Compliance Rules states that: “The regulated entity must identify, assess, and
document risks that may arise from the development of delivery channels or new means to provide services,
products, or operations, or that may arise from the use of new or developing technologies for new or pre-
existing products, before the launch or use of such technologies. The regulated entity must adopt appropriate

measures to manage and mitigate such risks”.

Regulated entities should consider the channels used to take on new clients, as well as how those clients are
accessing the products and services. In addition, special attention should be paid to the channels that are not

normally used by customers or are not in line with normal behavioural pattern of the customer.

26 Atrticle (33) of the AML/CFT Compliance Rules.
27 Guidance on Proliferation Financing Risk Assessment and Mitigation, Financial Action Task Force, June 2021, page 18.
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4- Risks of geographical areas (jurisdictions):

Countries that are known or strongly suspected to be developing WMD present the highest jurisdiction risk for
DNFBPs. The NRA identifies the DPRK and Iran as the main sources of PF threat for Qatar. These countries

are top priorities in global counter-proliferation efforts because of their longstanding WMD programs.

Proliferation risk, however, is not solely tied to countries at high-risk for proliferation or PF. Countries and
terrorist groups rely on transnational connections to procure illicit goods and services. Proliferators may aim
procurement efforts at countries with weak export control laws, and they may choose to have sensitive or

dual-use items delivered initially to transshipments hubs rather than directly to their home countries 2%.

Why is a PF risk assessment relevant to countries or private sector firms that are far away from
the DPRK and Iran #?

As noted in recent typologies, designated persons and entities continue to explore new ways to evade targeted
financial sanctions, regardless of the geographical proximity to proliferating states (i.e, the DPRK and Iran).
For example, they may arrange circuitous financial transactions and/or shipments, passing through countries
that have weak AML/CFT/CPF controls.

28 Refer to page 8 of Circular No. (24) of 2020 issuing the Guidance on Countering the Financing of Weapons of Mass Destruction
Proliferation, issued by Qatar Central Bank.
29 Guidance on Proliferation Financing Risk Assessment and Mitigation, Financial Action Task Force, June 2021, page 23.
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The risk assessment of the regulated entity must consider the risks of financing the Proliferation of

Weapons of Mass Destruction that the entity may be exposed to, directly or indirectly, as follows:

1. Risks associated with the customers who the entity deals or offers to deal with, the Beneficial Owners of

the customers and the beneficiaries of the transactions carried out by the customers.
2. Risks associated with the products and services it offers or will offer to customers.

3. Risks associated with the technologies it uses or proposes to use to offer such products and services to

customers.

4. Risks associated with the jurisdictions to which customers are or may be related, such as the jurisdiction

in which the customer resides, is established, conducts business, or owns funds.

1- Customer Risk:

The regulated entity must identify, assess, and document the risks of PF of weapons of mass destruction posed
by the different types of customers and the different size of their transactions and different activities and it
must take adequate measures for management and mitigation of such risks. The intensity of the CDD and
ongoing monitoring conducted for a particular customer must be proportionate to the perceived or potential
level of risk posed by the relationship with that customer, especially its duration, and type and frequency of

current transactions with that customer®.
Many elements related to risks of PF of weapons of mass destruction result from customers as follows:

1- 1 Designated names:
Regulated entities must not provide services to individuals and entities designated on UN lists and the
Sanctions List. Article (29) of the AML/CFT Compliance Rules states: “The regulated entity must,
from the outset of its dealings with an applicant for business and on an ongoing basis throughout the
entire period of the business relationship, verify whether the applicant for business or the customer is a
designated person or entity on the sanctions list stipulated in the Law on Combating Terrorism or is listed
by the UN Security Council or the Sanctions Committee”.
1- 2 Individuals and entities owned or controlled by designated names **:
. Even if requlated entities are legally allowed to accept as a customer a company that is partly
owned by a sanctioned person, they must be aware that such a company may also be involved in

proliferation activity and poses elevated risks.

23 Article (28) of the AML/CFT Compliance Rules.
24 Refer to Circular No. (24) of 2020 issuing the Guidance on Countering the Financing of Weapons of Mass Destruction Proliferation,
issued by Qatar Central Bank Circular no. 24-2020.pdf (qcb.gov.qa)
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. In the case of higher-risk companies, regulated entities should consider lowering the 20%
ownership and control threshold to verify the identity of additional Beneficial Owners, According
to the risk-based approach and based on its own assessment of the risks related to the client, the
regulated entities can collect information about the real beneficiary of the legal person by adopting
a percentage of ownership in the legal person or in voting rights, less than the threshold level set
at the level of legal and regulatory texts, such as 10% of the ownership of capital or voting rights

of the legal person.

. Regulated entities should make a risk-based decision about whether they are willing to accept
customers in which a designated person has a non-controlling ownership interest.

. Sanctioned individuals may also seek to obscure their interest through family members or close
business associates.

1-3 Legitimate customers in industries that produce sensitive goods, Dual-Use Goods, or companies or
institutions involved in advanced research, can pose PF risk for a regulated entity, as follows:

. Shipping companies, particularly those serving high-risk regions, may also present risks.

. Some of these customers, particularly producers of Dual-Use Goods, may not be familiar with the
rules and regulations governing exports. Customers who are unaware of the need to implement
their own PF safeguards present higher risk to regulated entities.

. Proliferation networks often rely on shell and front companies to disguise end users/beneficiaries
and payments. These companies are high-risk for a number of reasons, including their potential
roles in PF typologies.

Customer profile risk indicators

. During on-boarding, a customer provides vague or incomplete information about their proposed trading
activities. Customer is reluctant to provide additional information about their activities when queried.

. During subsequent stages of due diligence, a customer, particularly a trade entity, its owners, or senior
managers, appear in sanctioned lists or negative news, e.g, past ML schemes, fraud, other criminal
activities, or ongoing or past investigations or convictions.

. The customer is a person connected with a country of proliferation or diversion concern, e.g, through
business or trade relations — this information may be obtained from the national risk assessment process
or relevant national CPF authorities.

. The customer is a person dealing with Dual-Use Goods or goods subject to export control or complex
equipment for which he/she lacks technical background, or which is incongruent with their stated line of
activity.

0 A customer engages in complex trade deals involving numerous third-party intermediaries in lines of
business that do not accord with their stated business profile established at onboarding.

. A customer affiliated with a university or research institution is involved in the trading of Dual-Use

Goods or goods subject to export control.

25 Guidance on Proliferation Financing Risk Assessment and Mitigation, Financial Action Task Force, June 2021, page 18.
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1. Risk-Based Approach:

A regulated entity must:

Identify, assess, and understand its PF risks and this assessment must be part of the overall risk
| 2

assessment (business risk assessment) at the regulated entitys leve

Adopt a risk-based approach to manage PF risks through developing risk-based policies, procedures, and

internal controls.

Implement effective policies, procedures, and internal controls for the management of risks identified
which include those risks identified in the NRA and lowering such risks in manner commensurate with the
nature and size of business, as well as reviewing, updating, and enhancing such policies and procedures

where necessary.

Apply such policies, procedures and internal controls to its branches and majority owned associates in the

State and in foreign jurisdictions?' .

Document the risk assessment to continuously prove and update its basis and provide a copy to the

section within the specified time limits.

20 Avrticle (24) of the AML/CFT Compliance Rules.
21 Avrticle (13) of the AML/CFT Compliance Rules.
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How are PF risks assessed at regulated entities?

2 The regulated entity is not required to assess and manage PF risks and take mitigation measures

independently; this can be achieved within the context of assessing risk of business conducted by the
regulated entity, and the policies, controls and procedures put in place by the senior management to

combat money laundering and terrorism financing.

. An important source of information that a regulated entity can rely on to assess PF risks is the company

and group databases containing customer due diligence information collected at the time of onboarding
of customers and ongoing CDD (particularly Beneficial Ownership information for legal persons and
arrangements). Another source of information is transactions registers (if available) which involve the
sale of dual-use weapons or related export-controlled goods. Another important source of information is
the threats assessment repots and national risks assessments of PF risks, and regulatory circulars related
to compliance with PF — TFS.

. Identifying vulnerabilities of customers and transactions is an important issue for the risk assessment

conducted by the regulated entity. As a starting point, a review of the number of customers identified
as high-risk, specifically those who often carry out cross-border transactions involving legal persons and
arrangements, or several shell or front companies can be considered.

Information related to type and identity of the customer, as well as the purpose and intended nature of
the business of relationship are also important information.

Other considerations include number and amount (specifically cash) and frequency of transactions:

1. Origin, transit passage, or allocation of external jurisdiction with poor implementation of relevant
obligations of UN Security Council Resolutions and FATF standards, poor governance, law enforcement
and regulatory systems.

2. Involving individuals acting on behalf of a legal person or arrangement (such as authorized signatories
and directors).

3. No link to the declared commercial file of the private sector company.

0 Training employees, especially those responsible for customer-onboarding, monitoring business

relationships, monitoring, and screening transactions, and handling risk assessments, is considered an
essential element in strong compliance. Employees, particularly the compliance officer 2 must be aware
of the PF risks and applications related to evasion of targeted financial sanctions and required risk
mitigation measures. These training programs can also be integrated into the general training modules
of the regulated entity in the AML/CFT area, which it prepares pursuant to Article (84) of the AML/
CFT Compliance Rules.

22 The main tasks of the compliance officer include developing and implementing a risk-based approach for compliance with AML/CFT
requirements, that identifies, understands and assesses ML and TF risks at the regulated entity, in addition to implementing polices for
their management and mitigation commensurately with the nature and size of the entitys business, allowing allocation of resources to areas
where risks are higher and their constant update and monitoring. Moreover, Circular No. (7) of 2021 tackles the responsibilities and tasks of
compliance officers and deputy compliance officers at the regulated entities and is published on the AML/CFT Section>s page (International
and national legal framework - Circulars).
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& Partll

Implementation of Preventive

Measures to Manage PF Risks

This section focuses on risk management preventive measures to be implemented by
regulated entities and incorporated into their AML/CFT programs in order to mitigate PF

risks.

The preventive measures are developed to identify, examine, understand, and assess the

PF risks of regulated entities, and taking appropriate measures to mitigate such risks and i
implement enhanced CDD in some cases. -
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. Misuse of DNFBPs:

How are DNFBPs misused for the purposes of the potential breach, non-implementation, or evasion
of PF-TFS? @

1. Trust and company service providers (including auditors and lawyers providing these services)™:
establishing institutional entities used by designated persons and entities to conceal links between a financial
transaction and a designated person or entity. Use of shell companies and legal persons with ownership and
control through nominees, legal persons and arrangements without apparent business reasons, as well as

company formation services.

Recent typologies identified by the UNSCR 1718 PoE indicated that designated persons and entities, and those
persons and entities acting on their behalf have quickly adapted to sanctions and developed complex schemes
to make it difficult to detect their illicit activities. One UNSCR 1718 PoE investigation in 2019 found that at
least five front companies had been established by designated entities and those acting on their behalf to hide
their Beneficial Ownership of the various cross-border (USD-denominated) financial transactions involving
two different jurisdictions in Asia, and a different front company was used in each different transaction. In
another UNSCR 1718 PoE investigation, shell and front companies were set up for transferring funds to
designated persons and entities, and the companies were subsequently closed when the UNSCR 1718 PoE

started enquiries about the companies.

2. Dealers in precious metals or stones: providing an alternative method for designated persons and entities
to surreptitiously move financial resources across international borders.

Designated persons and entities may engage such dealers to transport gold and/or diamonds to obtain
foreign exchanges to finance their transactions. UNSC 1718 PoE reports highlight an investigation into DPRK
diplomatic representatives smuggling gold between two countries in the Middle East (August 2020 Report)
and the DPRK's involvement in gold mining in Sub-Saharan Africa (March 2020 Report).

18 Page (25) of the FATF Guidance on Proliferation Financing Risk Assessment and Mitigation, June 2021.

19 The Sectoral Risk Assessment of lllicit Finance Risks related to Designated Non-Financial Businesses and Professions (DNFBPs) under
the Supervision of the Ministry of Commerce and Industry (MOCI) issued in May 2022 indicated that there are 34 lawyers and 10 auditors
practicing TSCP activities.
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3- Identifying risks of PF

Given the nature of PF and relevant sanction evasion techniques, the exploitation of the banking, money
services businesses (MSBs), companies and DNFFBPs sectors is among the most significant risks associated
with PF.

In this context, the exploitation by PF networks of discrepancies in the system for identifying the Beneficial
Owner is one of the most prominent risks associated with the sector. These networks seek to establish and
control legal persons and arrangements secretly and to use them as shell and front companies — through

exploiting TCSPs or others — to support PF activities.

Proliferators in high-risk jurisdictions know that sanctions implementation and customer due diligence (CDD)
procedures used by financial institutions (Fls) and DNFBPs will detect and freeze transactions involving
their true names. Instead, these actors employ a variety of tactics to evade detection and gain access to the

international financial system.

Therefore, requlated entities must understand the methods used by Proliferators whose names do not often

match the names of listed persons and entities on sanctions lists.

Examples of some tactics used are:

. Disguising themselves as residents of another jurisdiction: Proliferators will structure transactions or
corporate business to appear to be legitimate based in a lower-risk jurisdiction, often neighbouring the
sanctioned country, Shell and front companies and Fls in some countries have been implicated in recent
sanctions evasions schemes directed from the UN-listed countries.

. Use of shell and front companies and complex corporate forms: Proliferators use shell and front
companies (particularly those established in jurisdictions with weak company formation regimes) to
disguise their identities, These actors may use multiple complex layers of companies to further disguise

ownership.

I 1 www.moci.gov.qa

Front and Shell Companies

. Shell companies can be relatively quick and simple to set up, they provide designated entities and
individuals the ability to conduct business anonymously. Often, these companies are abused for a brief
period of time, moving money for a particular transaction or series of transactions. Designated entities or

individuals have been found to use extensive networks of shell companies for perpetrating their schemes.

. The use of shell companies and front companies, and intermediaries and middlemen acting on behalf
of designated entities and persons creates complexity in transaction monitoring and screening. Where
appropriate, requlated entities must understand the nature of their customers business, and identify and
verify the customer’s authorised signatories and Beneficial Owners to ensure that they are not directly or
indirectly dealing with designated persons and entities. They should be vigilant at the time of onboarding

of customers and throughout the course of the customer relationship to adequately address these risks.

. TCSPs, including lawyers and auditors, involved in the creation or management of companies
and other legal persons or legal arrangements, in particular, face transaction and service risks. These
structures may be misused to obscure ownership or may have no real economic purpose, and the very
objective of their formation or operation may be to circumvent and evade sanctions.

. Designated entities and individuals seek the involvement of these professionals to provide respectability
and legitimacy to their activities to mitigate the risks, these service providers should have internal policies
and procedures to obtain information on the Beneficial Owners of their customers and understand

the true nature of their customers business and ownership and control structures, in accordance with
national legislation.

. Transaction through foreign financial institutions: Proliferators and associated networks exploit Fls
to access the international financial system when identifying that a financial institution in a sanctioned
country owns correspondent bank accounts or correspondent banking relationships with foreign Fls.
Correspondent Banks may conduct financial transactions on behalf of these countries allowing access to

the broader international financial system.

17 Page (41) of the FATF Guidance on Proliferation Financing Risk Assessment and Mitigation, June 2021.

Guidance to Combating the Financing of Proliferation of Weapons 15 I



1- Threats of Financing Proliferation:

Threat refers to designated persons and entities or those acting for or on behalf of designated persons or
entities that have previously caused or with the potential to evade, breach or exploit a failure to implement

PF-TFS in the past, present, or future ™.

PF threats are primarily external and relate to foreign state and non-state actors attempting to exploit banks,
companies, or transportation infrastructure to clandestinely finance, procure, ship, or trans-ship goods for use

in the proliferation of WMD. The current priority threats are:

. State actors: listed countries have created global networks of front and shell companies and employ
complex, deceptive methods to conceal their proliferation finance activity and evade international
sanctions levied against them, representing a global threat for any country, including the State of Qatar.
Other states, that are not subject to PF-related international sanctions, with existing or developing

WMD capabilities, pose a more limited threat.

. Non-state actors: terrorist groups that have targeted countries for fundraising have at least stated an

intent to pursue nuclear weapons and radiological materials.

Regulated entities should be aware, however, that the absence of direct links to these countries or non-state
actors do not mean that a transaction or customer is necessarily low risk. Proliferators have shown a high
level of ability to hide their involvement and the nature of the activity underlying a transaction or business

relationship.

16 Page (11) of the FATF Guidance on Proliferation Financing Risk Assessment and Mitigation, June 2021.
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2- Vulnerabilities to PF

Examples of factors specific to PF that raise the level of risk in the State of Qatar is the licit commercial and
financial links — like other countries - with high-risk jurisdictions or countries with links to high-risk jurisdictions,
where proliferation networks may exploit licit trade as cover to conceal financial flows or supply of related

materials.

Transport lines, Qatari companies, other companies, banks, transportation infrastructure may be potentially
exploited by PF networks seeking to block llicit activities in licit trade. In addition, there are existing weaknesses

in shipping and transshipments controls, insufficient familiarity with the list of Dual-Use Goods for monitoring,

and insufficient understanding, awareness, and expertise of PF risks.

Guidance to Combating the Financing of Proliferation of Weapons 13 I
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Risks of Financing Proliferation

Identifying the risks of financing the Proliferation of Weapons of Mass Destruction requires

identifying the threats and vulnerabilities associated with proliferation financing™.

15 Identifying the risks of financing the proliferation of weapons of mass destruction was based on the findings of the National Risk
Assessment of Money Laundering, Terrorist Financing and Proliferation Financing in the State of Qatar, December 2019.
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Definitions:

In the application of this Guidance, the following terms and phrases shall have

the meaning assigned thereto:

The Section

The AML/CFT Section under the Companies Affairs Department established
under Decision of the Minister of Commerce and Industry No. (95) of 2019.

AML/CFT Comepliance
Rules:

Decision of the Minister of Commerce and Industry No. (48) of 2020
Promulgating the AML/CFT Compliance Rules for Auditors, Dealers
in Precious Metals or Precious Stones and Trust and Company Service
Providers.

Beneficial Owner®

the natural person who ultimately owns or controls a customer, through
ownership interest or voting rights, or the natural person on whose behalf a
transaction is being conducted, whether by proxy, trusteeship, or mandate,
or by any other form of representation. It also includes any person who
exercises ultimate effective control over a legal person or arrangement,
including any person exercising ultimate effective control by any means.

Proliferation of Weapons
of Mass Destruction '

the “Proliferation of Weapons of Mass Destruction” involves the manufacture,
acquisition, possession, development, export, trans-shipment, brokering,
transport, transfer, stockpiling or use of nuclear, chemical, or biological
weapons and their means of delivery and related materials (including
both dual-use technologies and Dual-Use Goods used for non-legitimate
purposes) " .

9 Article (1) of the Implementing Regulations of Law No. (20) of 2019 on Combatting Money Laundering and Terrorism Financing.
10 The FATF's 2008 Typologies and Proliferation Financing Report’s definition of “Proliferation” is: “Proliferation has many guises but

ultimately involves the transfer and export of technology, goods, software, services or expertise that could be used in nuclear, chemical or

biological weapon-related programs, including delivery systems; it poses a significant threat to global security.” This includes also Ballistic

missiles.

11 Page (9) of the FATF Guidance on Proliferation Financing Risk Assessment and Mitigation, June 2021.
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Proliferation Financing

(PF)®2:

refers to the act of raising, moving, or making available funds, other assets
or other economic resources, or financing, in whole or in part, to persons
or entities for purposes of Proliferation of Weapons of Mass Destruction,
including the proliferation of their means of delivery or related material
(including both dual-use technologies and Dual-Use Goods for non-legitimate
purposes) °.

Proliferator

The 2010 FATF Status Report on Combating Proliferation Financing defines
Proliferator as “an individual or group of individuals that abuse both the
formal and informal sectors of the international financial system or resort to
cash in order to trade in proliferated goods”.

Dual-Use Goods

items that have both civil and military applications ™.

12 The 2010 FATF Status Report on Combating Proliferation Financing defines PF as: “the act of providing funds or financial services
which are used, in whole or in part, for the manufacture, acquisition, possession, development, export, trans-shipment, brokering, transport,

transfer, stockpiling or use of nuclear, chemical or biological weapons and their means of delivery and related materials (including both

technologies and dual use goods used for non-legitimate purposes), in contravention of national laws or, where applicable, international

obligations”.

13 Page (9) of the FATF Guidance on Proliferation Financing Risk Assessment and Mitigation, June 2021.
14 Examples of dual-use goods or goods subject to export control can be found in the 2008 FATF Typologies Report of Proliferation

Financing (page 7), or other international bodies.
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Purpose

The purpose of this document is to provide clear
guidance on the obligations of DNFBPs to identify,
assess and understand risks relating to financing of
proliferation and manage such risks to incorporate
the system on combating proliferation into their
internal policies and applicable programs on
combating money laundering and terrorism financing
(AML/CFT programs), taking the risk-based
approach (RBA) into account.
This document is also being issued to prevent and
raise awareness of Proliferation Financing threats,
vulnerabilities, and risks, and to highlight the relevant
requirements for DNFBPs.
This Guidance provides common definitions related
to PF and focuses on indicators of possible PF risks,
and the relevant risk management practices and tools
DNFBPs should implement and incorporate in their
AML/CFT programs. It also provides clear guidance
to describe the obligations of DNFBPs relating to
the implementation of TFS.
This Guidance is directed to DNFBPs subject
to supervision and monitoring by the Ministry
of Commerce and Industry (MOCI), hereinafter
referred to as “Regulated Entities” or “Implementing
Parties™ as follows:

- Auditors

2- Dealersin Precious Metals or Stones (DPMSs)

3- Trust and Company Service Providers

(TCSPs).

The application of this Guidance considers the risk
profile and materiality of regulated entities in each
sector based on the RBA. Individual offices or small-
sized low risks businesses wish limited commercial
activities with regular customers and a pattern of
small recurring transactions often associated with
the payroll or payment cycle or that do not have
a separate and sophisticated compliance function
and system or board of directors, are not required
to implement the same measures imposed on large-
sized companies with overseas branches or high-risk
transactions or customers related to PF.

The drafting of this Guidance also falls within
the framework of the functions of the MOCI as a
supervisory authority responsible for the following:
- Law No. (20) of 2019 on Combating Money
Laundering and Terrorism Financing (AML/CFT
Law) empowers the MOCI to verify the compliance
of regulated entities with the implementation of the
Articles of the Law relating to TFS by developing
appropriate systems and applying preventive
measures.

- Law No. (27) of 2019 Promulgating the Law on
Combating Terrorism empowers the MOCI to issue
instructions and circulars to its regulated DNFBPs
regarding the implementation and cancellation
of designation orders and their implications, in
coordination with the National Counter Terrorism
Committee (NCTC)’.

5 The term “Implementing Parties” includes DNFBPs pursuant to Article (2) of the Public Prosecutor Decision No. (1) of 2020.
6 Article (8) of Law No. (20) of 2019 on Combating Money Laundering and Terrorism Financing.
7 Article (35) of Law No. (27) of 2019 Promulgating the Law on Combating Terrorism.
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The AML/CFT Section established under Decision
of the Minister of Commerce and Industry No. (95)
of 2019 is responsible for coordinating with the
National Counter Terrorism Committee (NCTC) on
the implementation of TFS , monitoring and ensuring
the compliance of auditors, DPMSs and TCSPs with
the requirements for the implementation of TFS®
relating to financing Proliferation of Weapons of
Mass Destruction, and taking preventive measures
stipulated in the AML/CFT Law.

8 Avrticle (2) of the Decision of the Minister of Commerce and Industry No. (95) of 2019 on the Establishment of Combating Money
Laundering and the Financing of Terrorism Section under Companies Affairs Department.
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Introduction

Preventing financiers of weapons of mass destruction
from obtaining funds necessary to commit crimes and
acts related to the financing of the Proliferation of
Weapons of Mass Destruction and restricting their
access to financial markets and economic resources
are among the most important methods to be
adopted in combating the Proliferation of Weapons
of Mass Destruction and maintaining international
peace and security.

At the international level, the United Nations
Security Council, under its resolutions issued under
Chapter VIl of the United Nations Charter on the
Prevention, Suppression, and Obstruction of the
Proliferation of Weapons of Mass Destruction and
their Financing, adopted targeted financial sanctions
systems to list the names of persons and entities
associated with the prohibited activities for the
Proliferation of Weapons of Mass Destructions
in sanctions lists overseen by various sanctions
committees, and require all countries to freeze,
without delay, the funds, assets or other economic
resources of designated persons or entities under
such resolutions, as well as preventing funds or
other assets from being made available, directly or
indirectly, for the benefit of persons and entities
listed.

Recommendation 7 of the Financial Action Task
Force (FATF)' Recommendations requires countries
to implement targeted financial sanctions systems in
accordance with the United Nations Security Council
resolutions issued under Chapter VII of the United

Nations Charter on the Prevention, Suppression, and

Obstruction of the Proliferation of Weapons of Mass
Destruction and their Financing. The implementation
of the UNSC resolutions requires countries to freeze,

without delay, the following:

1. Funds and assets that are owned or controlled
by the designated person or entity, and not just
those that can be tied to a particular terrorist act,
plot or threat associated with the Proliferation of
Weapons of Mass Destruction.
2. All funds or other assets that are wholly or
jointly owned or controlled, directly or indirectly,
by designated persons or entities.
3. The funds or other assets derived or generated
from funds or other assets owned or controlled
directly or indirectly by designated persons or
entities.
4. Funds or other assets of persons and entities
acting on behalf of, or at the direction of,
designated persons or entities.
Proliferation support networks use the international
financial system to carry out their activities, often
acting through a global network of indirectly
connected illicit intermediaries, front companies, and
shell companies to hide their Beneficial Ownership.
These global networks are complex and designed
to erode the effectiveness of targeted financial
sanctions by separating the proliferation activity
from designated persons and entities. These
networks also combine legitimate business with illicit
transactions, which adds another challenge and layer
of complexity for the immediate enforcement of the
TFS 2.

1 The Financial Action Task Force (FATF) is an independent inter-governmental body established in 1989 with headquarters in Paris, that
develops criteria and promotes policies to protect the global financial system against money laundering, terrorist financing and the financing

of proliferation of weapons of mass destruction, in addition to monitoring compliance by countries with such policies.
2 Guidance on Proliferation Financing Risk Assessment and Mitigation, FATF, June 2021, page 33.
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Recent typologies demonstrate the potential for
exploitation of the DNFBPs sector by designated
persons and entities, or those acting on behalf of,
or controlled by such designated persons or entities
for purposes of causing possible violation, or failure
to implement or evading TFS on the financing of
proliferation.

FATF Recommendation (7) further emphasizes
the need for DNFBPs to implement preventive
measures to counter the flow of funds and assets
to Proliferators or those who are responsible for
weapons proliferation. The updated Methodology
for Assessing Technical Compliance with the FATF
Recommendations® (Recommendation 1 and its
Interpretive Notes) requires entities of the private
sector to have in place processes to identify,
assess, monitor, manage and mitigate Proliferation
Financing threats “.

This Guidance falls within the framework of
implementing the requirements of the FATF
Recommendations, in particular Recommendation
1 and Recommendation 7 and Immediate Outcome
1 (I011) of the Effectiveness Assessment which
provides for the need to prevent persons and
entities involved in the Proliferation of Weapons of
Mass Destruction from raising, moving and using
funds, consistent with the relevant UNSCRs, in
addition to the implementation of TFS related to the

proliferation without delay.

3 In October 2020, The FATF updated its standards (Recommendation 1and its interpretive notes) requiring all countries, financial
institutions and DNFBPs to identify, assess, understand, and mitigate proliferation financing risks.
4 In the context of Recommendation 1, risks of proliferation refer to potential breach, failure to implement or evasion of targeted financial

obligations referred to in Recommendation 7.
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